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pqctoolkit-strongswan2 PQC(Post-Quantum-Cryptography)E X|&5}t7| I3l pgctoolkit-library2| shared
libraryE Z R 2 $HL|C}. pqctoolkit-library2| shared libraryE CIRZE 22 5 0|2 A28 4 YT =2 2t0|E2{2|
*IX|E Ct3 1t Zo| ¥™ELILCE

export LD_LIBRARY_PATH=/path/to/pgctoolkit-library/1ib:$LD_LIBRARY_PATH
ldconfig

S T 43
pqctoolkit-strongswan #&# IS 2 pqctoolkit-strongswan A X| C|2 E2|0f| = C| =
E2| LHRof| ZF0fl w2t EXfetL|Ct.

charon.conf

accept_private_algs = yes # pqctoolkit-libraryOA X|gsts L2|ES ARG
S
max_packet = 60000 # pgctoolkit-library® IKEv2 KEM Z[CH I§ZI 37[7¢

2 A ole
= T AMDO-

fragment_size = 1440

pki.conf
pqctoolkit-strongswan?| utility tool & QAZ A Tt M-E0jl AFEE|= pkiZt E AI8%tE
g oliE & a=g O3 20| =™t

load = random drbg x509 pubkey pkcsl pkcs8 pem openssl oqs

=& oh O] off Al:

pki {
# Plugins to load in the pki tool.
load = random drbg x509 pubkey pkcsl pkcs8 pem openssl ogs
scep {
# Source IP address to bind for HTTP operations.
# http_bind =

# Timeout for HTTP operations.
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# http_timeout = 30s

# Some SCEP servers (e.g. openxpki) are incorrectly doing
certificate

# renewal via messageType PKCSReq (19) instead of RenewalReq (17)
# renewal_via_pkcs_req = no
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pki --gen --type haetae5 --outform pem > cryptolab_ca_key.pem

Root Q1Z A MM

otz ofldl= M- E 47| S=0lM Wt root keyE 0|85t R=7(ZH10H0] 2IF XM
o2 MEELIC

pki --self --type priv --in cryptolab_ca_key.pem \
--ca --lifetime 3650 \

--dn "C=KR, O=cryptolab, CN=Strongswan Test Root CA" \
--outform pem > cryptolab_ca_cert.pem

Server
Server key MM

root®| ZRet OHEtIHX| =2 ' ) s MY 2E
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pki --gen --type haetae5 --outform pem > server_key.pem
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Server 213X 4 9l MH
Ofzl ofjd|= 47| et=0ll M ‘Mot root key X ABME 0|85t MBEl server AIBME W SLICE
pki --issue \
--cacert cryptolab_ca_cert.pem \

--cakey cryptolab_ca_key.pem \

--type priv --in server_key.pem --lifetime 365 \

--dn "C=KR, O=cryptolab, CN=testserver.cryptolab.co.kr" \

--san testserver.cryptolab.co.kr \
--outform pem > server_cert.pem

Client

Client Key 4

Al
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0
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pki --gen --type haetae5 --outform pem > client_key.pem

Client 213 M 4 3 MH

ol

ofefl oAl = &7 S=0l|M Mot root key H ASME 0|23 MEE client ASME WG ELICE

pki --issue \
--cacert cryptolab_ca_cert.pem \
--cakey cryptolab_ca_key.pem \
--type priv --in client_key.pem --lifetime 365 \
--dn "C=KR,O=cryptolab,CN=strongswantest@cryptolab.co.kr" \
--san strongswantest@cryptolab.co.kr \
--outform pem > client_cert.pem

QIS A B Key I} £ A}
Zt= 215 ME2 pqctoolkit-strongswan A X| C|2l E2|LHof| LH£oll ot ZFof| w2t M2 CHE T
E2|of 2t2ZF X &= ofof BL|CE,
« Root CAQIZA: g Ol SAFEHLICE
« Server Key: £ server 42 Sh= ZH|0| U= O SAteL|CY.
« Client Key: 2 client 92 o= &H|O /= ol SAFL|CY.
« Server 215 A: 2 server §2 st= HH[O| /= ol SAFEL|CY,
e Client 215 AM: 2 client 92 St= &HH[O| = Ol SAFSHCL.

4/8



ss-README.md 2024-11-20
5
o

Server MX

Cliente &

mjo
els
olo

ot
i)

St o1 vt 5l cipher suite0| CHEH M A2 pqctoolkit-strongswan A X| CI2 E2|LH0]| U=
Ao AELICE o2 K| A|0| M= ClientE QIS M 7|HIO 2 QIF3HH,

oS 0|83t Client2| AZME ASELICE ServerE 21F 7| #l8HA =
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connections {
rw {
pools = rw_pool

local {
auth = pubkey
certs = server_cert.pem
id = testserver.cryptolab.co.kr

}
remote {
auth = pubkey
cacerts = cryptolab_ca_cert.pem
3
children {

net {
local_ts = 10.1.0.0/24
esp_proposals = aes256-sha256-x25519-kel_kyber5-ke2_bike3-
ke3_hqc3-ke3_none-ked4_hqc5-ke4_none

}
host {
esp_proposals = aes256-sha256-modp3072-kel_frodoa3-
ke2_bike3
}
}

version = 2

# IKEv2 @AA| AMEE cipher suites

proposals = aes256-sha256-x25519-modp3072-kel_kyber5, aes256-aes192-
aesl128-shab512-sha256-shal-x25519-modp3072

3
}
pools {
rw_pool {
addrs = 10.3.0.0/24
}
}
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Server A&
pqctoolkit-strongswan MHE T1&3t7| 9|81 Al pgctoolkit-strongswan & X| C|2 E2|LHof| Q=

2 backgroundO| A root #oto = MEHBIL|CE,

charon &

pqctoolkit-strongswan A7} 4™ S EE5HA| 5t7| 2|8 M pqctoolkit-strongswan AX| CIA E2|LH0]| U=
£ ¥ ELICL

swanctl -load-all

Client 8™

Serverd| H&Al AP S Q15 2 8l cipher suited| CHet A& 2 pqctoolkit-strongswan A X| ClA E2|LH0| Q=
Ao UELICE Of2H A0l M= Server s A| QIS A 7|Hto| BtAlS A2 6HH
0|23t server0f| M gtL|LCt.

fjo

connections {
home {
remote_addrs = 123.123.123.123 # ™ESIOXF o= MY =24
vips = 0.0.0.0

local {
auth = pubkey # CISM 7|4t 2T
certs = client_cert.pem # SCI0|AUE QUBA| ABE QBN
o
id = strongswantest@cryptolab.co.kr # QISAM0O| HA|El CN
}
remote {
auth = pubkey
id = testserver.cryptolab.co.kr # MHQIS MO /U= C
ks
children {
net {

esp_proposals = aes256-sha256-x25519-kel_kyber5-ke2_bike3-
ke3_hqgc3-ke3_none-ke4_hqc5-ke4_none
rekey_time = 20m

}

version = 2

# IKEv2 ®@&Al AMEE cipher suits

proposals = aes256-sha256-x25519-modp3072-kel_kyber5, aes256-aes192-
aesl128-shab512-sha256-shal-x25519-modp3072
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swanctl -load-all
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L|C}.

swanctl --initiate --child net
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